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Foreword

NE OF THE ENDURING AXIOMs of terrorism is thar it is conceived
specifically to attract attention and then, through the publicity it
generates, to communicate a message. The terrorist must parlay
this illumination (i.c., publicity) into a more effective vehicle of elucida-
tion (i.e., propaganda). The centrality of propaganda to this communi-
cations process and its importance to terrorists is as long-standing as it is
self-evident. Whar is different today is that the weapons of terrorism are
no longer exclusively guns and bombs; the modern terrorist’s arsenal
now includes laprop and desktop computers, CD burners and e-mail
accounts, and the Internet and the World Wide Web. Indeed, in recent
years, the Internet has allowed the art of terrorist communication to
evolve to a point where terrorists are able to control the entire commu-
nications process: they can determine not only the content and context
of their messages but also the means by which their messages are pro-
jected into cyberspace and targeted toward specific audiences.
The tmplications of this development are enormous: the terrorists are
challenging the monopoly over mass communication long held by con-
ventional commercial and state-owned television and radio broadcasting
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outlets and by the state- and privately owned press. But, as Gabriel
Weimann alarmingly notes in Térror on the Internet, “the story of the
presence of terrorist groups in cyberspace has barely begun to be told.”
Nonetheless, there is no one more qualified or better suited to initiate
this process and begin to tell this story than Weimann. The author of
such previous, pathbreaking books as The Theater of Tervor: Mass Media
and International Terrorism (1993), The Influentials: People Who Influence
People (1994), and Communicating Unreality: Modern Media and the
Reconstruction of Reality (1999), Weimann brings to this subject both
fresh insight and well-established scholarly credentials.

Weimann argues that, while considerable concern has arisen in recent
years because of the threar of cyberterrorism, comparatively little atten-
tion has been paid to the threat posed by terrorist use and exploitation
of the Internet. Terror on the Internet thus fills a conspicuous gap in
the literature. Based on his findings from eight years of monitoring
and archiving terrorist Web sites, Weimann sheds important light on
terrorist use of the Internet for fund-raising and recruitment, training
and instruction, and propaganda and psychological warfare, and for
gathering open-source information with which to plan artacks.

One of the book’s main arguments is that, despite the multiplicity
and diversity of terrorist Web sites, there are nonetheless core, common
characterisrics that terrorist groups with a presence on the Internet
share. As Weimann explains, most terrorist sites are particularly notable
for their colorful, well-designed, and visually arresting graphic content,
selective presentation of information, and effective message. Other
common elements include descriptions of the given terrorist group’s
history, its aims and objecrives, and the depredations inflicted by an
enemy state(s) or people(s) upon the constituency that the terrorists
purport to represent. The terrorist sites also often contain biographies of
the group’s leadership, founders, and key personalities; up-to-date news
and accompanying feature stories; and speeches, ideological treatises,
and, especially, the organization’s communiqués and other important
statements. Ethnonationalist and separatist movements will also cypi-
cally post maps of the contested territory they claim to represent or be
fighting for. Virtually without exception, all terrorist sites studiously
avoid focusing on or drawing any attention to cither the violence or the
death and destruction thar they are responsible for. Instead, issues such
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as freedom of expression, human rights, and the plight of imprisoned
comtades are emphasized. In the case of the more sophisticated organi-
zations, multiple sites are often maintained in different languages.

In addition to providing a thoroughly compelling and trenchant
analysis of the content on terrorist sites and terrorist exploitation of the
Internet for psychological warfare purposes, Weimann also considers
the salience of the cyberterrorist threat itself, outlining the appropriate
responses to such a threat and emphasizing the critical importance of
striking the proper balance between security and civil liberties. He also
discusses how such a balance can best be achieved. His approach to all
these issues is characteristically comprehensive, thoughtful, and sober.
Weimann's conclusions are firmly rooted in the vast empirical evidence
he presents in support of his arguments. Moreover, the policy recom-
mendations he proposes are as practical as they are sensible.

Many books published on terrorism aspire to be described as “cutting
edge” or "must read.” Terror on the Internet unquestionably has carned
these accolades. Indeed, it is destined to become the seminal work on
this subject.

Bruck Horrman
WasHINGTON, D.C.
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